4« AUMOVIO

ADAS Project Security and Privacy Manager

Tus actividades

1. Cybersecurity Senior Expert & Project Security and Privacy Manager

« Plan and execute project-wide security activities in accordance with the
internal development process aligned with ISO/SAE 21434.

 Lead the Cybersecurity Concept and Security Architecture for
Radar/Parking ECU products.

» Develop Threat Analysis & Risk Assessment (TARA) and coordinate
review activities with OEMs.

« Evaluate and review security mechanisms such as Secure Boot, Secure
Flash, and key management.

« Perform security reviews for software, in-vehicle network
communication, OTA, and cloud connectivity (as required).

« Conduct vulnerability analysis (VARA), plan penetration testing, and
manage corrective actions.

« Collaborate closely with system engineering teams, software teams,
project managers, and other stakeholders.

« Ensure CSMS/SUMS compliance from development through production
and operational phases for assigned projects.

2. Customer Cybersecurity Audit & Technical Negotiation

« Serve as the primary interface and accountable lead for Cybersecurity
Audits and Technical Reviews conducted by Japanese OEMs.

« Provide technical responses and lead negotiations regarding
cybersecurity requirements from Japanese OEMs.

» Coordinate preparation for Cybersecurity Audits in collaboration with
internal cybersecurity teams and the Cybersecurity team at
headquarters in Germany, and drive post-audit improvement planning
and execution.

3. CS development milestone review

« Coordinate technical reviews with the Global Cybersecurity Team.
 Prepare required technical documents, software architecture
descriptions, and risk analyses necessary for Gate/Milestone Reviews.
« Ensure alignment and compliance with internal cybersecurity
processes.
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Job ID
REF6700Q

Area de trabajo
Engineering

Ubicacion
Yokohama

Nivel de liderazgo
Leading People

Unidad juridica
AUMOVIO Autonomous Mobility
Japan K.K.



« JE5514 87 VARA Penetration testzt i, {EIE7 27 3 3 > &8

C VAT AT VY =T YYI F—A. V7 F— L Project Manager s
E & D

s M T oY NIBU BT Ao BEE - #EHAT7 2 —X &
T D CSMS/SUMSH Jits

2. Customer Cybersecurity Audit & Technical Negotiation

« JOEM(Z & % Cybersecurity Audit Technical Review® & & & Ui B
=

AL

« JOEM D Security B3R (2 xF 3~ 2 Bl & & & 0483

« Cybersecurity Audit(Z [7] 1) 72 #E NCSEETEH LV K 1 Y K
ttCybersecurity Team & H4 U 7o #EMf Jz OF BE A =B 1% OO oGS 51 1) O TR
JE & FEAT

3. HQ Team!Z & % Gate Review:x it

« Global Cybersecurity Team & Ot L b 2 — 5%

« Gate/Milestone Review O JH il (2 L 4 kT CE SIWT7 —* 7 7 F v .
) A7 53T DAE K

« HHNCST 11 R & DA PERELE

Tu perfil

Technical Qualifications

» 3-5+ years of professional experience in automotive cybersecurity at a
senior level.

« Strong expertise and hands-on experience with development processes
aligned to ISO/SAE 21434 and UN R155/R156.

» Proven experience supporting cybersecurity process audits conducted
by Japanese OEMs.

« Experience serving as the cybersecurity lead for ECU development
projects.

« Deep knowledge of in-vehicle network communication technologies
(CAN, CAN-FD, Ethernet, SOME/IP) and cryptographic techniques.

« Practical experience reviewing implementations of Secure Boot, key
management, HSM, and firmware security.

Communication & Management Skills

« Strong communication skills with the ability to conduct technical
discussions with Japanese OEMs.

« Business-level English proficiency enabling technical reviews with
global cybersecurity team.

« Demonstrated leadership skills with the ability to drive cross-functional
alignment across projects.

Language Requirements

« Japanese: Native or fluent business level (able to conduct technical
discussions with customers in Japanese).

« English: Business level.
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Communication / Management
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Lo que ofrecemos

Ready to take your career to the next level? The future of mobility isn’t
just anyone’s job. Make it yours! Join AUMOVIO. Own What'’s Next.

Acerca de nosotros

Since its spin-off in September 2025, AUMOVIO continues the business
of the former Continental group sector Automotive as an independent
company. The technology and electronics company offers a wide-
ranging portfolio that makes mobility safe, exciting, connected, and
autonomous. This includes sensor solutions, displays, braking and
comfort systems as well as comprehensive expertise in software,
architecture platforms, and assistance systems for software-defined
vehicles. In the fiscal year 2024 the business areas, which now belong to
AUMOVIO, generated sales of 19.6 billion Euro. The company is
headquartered in Frankfurt, Germany and has about 87.000 employees
in more than 100 locations worldwide.



