4« AUMOVIO

Senior Security Analyst for Security Operations Center (TM)

Vase naplil prace

Join our growing international security team as an analyst (m/f/diverse)
in our Security Operations Center (SOC/CDQC).

Being on the frontline, shaping the development of our cyber defense,
detecting and responding to cyber attacks as they happen.

Your tasks include the following responsibilities:

¢ Analyzing E-Mail based alerts

¢ Deriving playbooks and automations countering E-Mail based attacks
based on the changing threat landscape and best practices

¢ Responding to E-Mail based alerts via technical measures as well as
advising user awareness material and training

¢ Maintaining the E-Mail security toolchain in close collaboration with
the messaging platform owners

e To alesser degree, you will also be included into everyday SOC tasks:
Investigation and Response to EDR and SIEM incidents, handling
incident response, advising security automation and operations,
project support

¢ Acting as interface to IT emergency management and other IT
instances

¢ Building Dashboards

¢ Management Reporting

e Working in projects.

Vvas profil

¢ Academic degree in information technology, or comparable
qualification

¢ Several years of professional experience in information technology
with focus in threat intelligence concepts (I0OC/IOA) / security
analysis / implementation of preventive cybersecurity measures

e Good knowledge in ATT&CK MITRE TTP

¢ Knowledge about and understanding the '‘pyramid of pain' and 'cyber
kill chain'

¢ In depth experience with one of the major in-line E-Mail security
suites: Defender for Office, Proofpoint, Mimecase, or similar

¢ Knowledge about cybersecurity concepts, architectures, solutions

¢ Very good handling of MS Office software

¢ Business fluent English language skills written and spoken

¢ Interpersonal and intercultural skills

¢ Good (self-)organizational skills as well as ability to work with different

stakeholders
e Experienced in project management.
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Ready to take your career to the next level? The future of mobility isn’t
just anyone’s job. Make it yours! Join AUMOVIO. Own What'’s Next.

O nas

Since its spin-off in September 2025 AUMOVIO continues the business of
the former Continental group sector Automotive as an independent
company. The technology and electronics company offers a wide-
ranging portfolio that makes mobility safe, exciting, connected, and
autonomous. This includes sensor solutions, displays, braking and
comfort systems as well as comprehensive expertise in software,
architecture platforms, and assistance systems for software-defined
vehicles. In the fiscal year 2024 the business areas, which now belong to
AUMOVIO, generated sales of 19.6 billion Euro. The company is
headquartered in Frankfurt, Germany and has about 87.000 employees
in more than 100 locations worldwide.



